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Disappearing Data

Metadata Assistant and Workshare Metawall
can make metadata a thing of the past.

By Brett Burney

Metadata in electronic documents is
one of those issues no one really
wants to deal with until it’s absolutely
necessary. Since it’s normally hidden
from view, metadata seems harmless,
even though many people know there is
potential for danger if it’s exposed. It’s
important to be informed about the
risks involved with exposed metadata
and to take action with programs, such
as Workshare Metawall or Payne
Consulting Group’s Metadata Assistant.
|
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Metadata Assistant allows you to select which
pieces of metadata to search for as well as which
documents you want to analyze.

What is it?
To the chagrin of purists, the word
“metadata” is usually only brought up in
a negative context, but not all metadata
is bad. The word metadata literally
means “data about data.”

For example, the coding done on
imaged documents for a litigation mat-

www.lawofficecomputing.com

ter is actually metadata — it’s data about
the images. Microsoft Word and other
products generate metadata for files so
they can be found later. Metadata helps
keep track of information about the
author of the document, or what version
of Word was used.

Metadata is a good thing when it’s
properly used and controlled. However,
in today’s world where we swap elec-
tronic documents back and forth with-
out a second thought, it’s prudent to
clean up unnecessary and extraneous
data. How many times have you “bor-
rowed” a contract or model brief as a
Word document and simply modified it
to fit your needs? It’s possible that infor-
mation about the original author is still
embedded in the document and even
deleted text still could be lurking with-
in the document.

Probably, the most infamous meta-
data story hit the Wall Street Journal
back in October 2000. A Democrat
running for the U.S. Senate in
Minnesota started receiving e-mails with
Word documents attached criticizing
and attacking the candidate.

The e-mails and documents were
anonymous so there was no recourse
until one savvy aide looked at the prop-
erties of the document and discovered
they were authored by the chief-of-staff
of the Republican incumbent. Hidden
metadata revealed the true source of
the document.

The bad news is there is no way to
completely remove all metadata by
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Metadata Assistant <5

Payne Consulting Group

(888) GoPayne

www.payneconsulting.com

Price: $79 per license; $5,000 for one to 100
workstations. Contact Payne Consulting for
other pricing options.

Windows 95/NT/2000/XP/2003

Workshare Metawall

Workshare

(888) 404-4246

www.workshare.com

Price: $1,100 for Business Edition (up to 20
users); $5,500 for Enterprise Edition (up to
250 users)*

Windows 98/NT/2000/XP

manual means. But the good news is
there are tools to help do this for you.
Such tools are the aforementioned
Metadata Assistant or Workshare
Metawall — the same company that pro-
duces Workshare DeltaView.

Both of these applications are simi-
lar and mainly concentrate on cleaning
documents created in Word. Both appli-
cations are accessible from within Word,
or through the “Start” menu. Both appli-
cations also integrate within Microsoft
Outlook to scrub Word attachments on
their way out of your computer.
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The Cleansing Begins
Cleaning metadata from within Word is
simply a click away with either of these
applications. When you click Metadata
Assistant, you are faced with an over-
whelming window full of checkboxes
and options. It takes a few seconds to
take in all of the information in this win-
dow, but I found the “Help” file to be
extremely practical and useful.

Once you look around, you will see
you have everything you need for a
good metadata washing from this one
window. You can select from several
options before you click “Analyze,”
which gives you a report of the meta-
data embedded within the document.

Workshare Metawall, on the other
hand, elected to give you a little less to
work with when you launch the appli-
cation from within Word. When you
click on the “Discover Metadata” button,
you first get a message telling you the
document needs to be saved. After you
agree to this, Workshare Metawall gives
you a succinct list of the metadata it
found in the document — it “analyzes”
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covered information involved in
“Document Statistics,” which include
metadata such as when the document
was last opened and closed, and how
many revisions the document has gone
through, but Workshare Metawall actu-
ally cleaned up that information, where-

as Metadata Assistant resets the “Total
Edit Time” to zero.

This happens because Workshare
Metawall does some extra cleaning over
Metadata Assistant at the binary file
level. The binary file is basically the fun-
damental, stripped-down version of
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Docs Open
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Lotus Notes
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Built-in Document Properties
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Document Statistics
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Custom Document Properties

After analyzing your document, Metadata
Assistant presents you with a report of the meta-
data embedded within your document.

the document first, then asks questions
later, which is the opposite of Metadata
Assistant. Clicking on “Clean” takes you
to the next screen where you are
allowed to select what pieces of meta-
data you want deleted. If you want to
change any options for how Workshare
Metawall performs, you have to do that
through the “Configuration” interface
accessible from the “Start” menu.

Both Metadata Assistant and
Workshare Metawall give you the
opportunity to select exactly which
pieces of metadata you want removed.
You simply put a checkmark in a box. I
found both applications to be on par
with each other in discovering metadata
— they both found the exact same
things. The only big difference between
the two appeared when actually clean-
ing the metadata. Both applications dis-

Convert Attached Yes Yes
Template to “Normal.dot” Yes Yes
Delete Routing Slip Yes Yes
Previous Document Versions Yes Yes
(in Word)

All Track Changes Accepted and 5 Yes Yes
Option Turned Off

“Fast Saves” Turned Off Yes Yes
Comments Deleted Yes Yes
Hidden Text Deleted Yes Yes
Hyperlinks Removed Yes Yes
Document Variables/Macros Yes Yes
Removed

“Smart Tags” Removed Yes No
(Word XP only)

White Text Changed to font color of All White Text is deleted

Normal Style in document

Small Font

Detects font size of 1 point and
changes to font size of Normal
Style of document

All text smaller than 5 points
is deleted
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Workshare Metawall finds and cleans “Document
Statistics,” such as the number of revisions and
total editing time.

your document. For example, if you
opened a Word document in Notepad
(or from within Word as a file type of
“Recover Text from Any File”), you
would see a bunch of gibberish, the text
of your document, more gibberish and
the revealed metadata toward the end
of the file.

When [ asked Payne Consulting
why they didn't elect to clean
“Document Statistics,” they stated they
didn’t have many requests for the func-
tion, and they were not comfortable
with the method required (i.e., cleaning
at the binary file level). I could not see
any performance issues after cleaning
“Document Statistics” from a document
with Workshare Metawall, but compar-
ing the resulting binary files afterward,
I noticed Workshare Metawall did some
heavy re-arranging of the file. Still, I did
appreciate the fact that Workshare
Metawall took this extra step.

Within Outlook, either application
can be triggered to appear when you
send a message with an attached Word
document. For Workshare Metawall,
you set this option with the
“Configuration” tool. With Metadata
Assistant, you have an “E-mail
Integration” tab where you can cus-
tomize the integration with a few
options. Both Metadata Assistant and
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Workshare Metawall work the same
with Outlook as they do with Word.

Version 1.50 of Metadata Assistant
can clean metadata from Microsoft
Excel files right out of the box, while
Workshare Metawall 1.6 only works on
Word documents. However, by the time
you read this Shootout, both companies
will have released some significant
improvements to their products. The
next version of Metadata Assistant will
clean metadata from Microsoft
PowerPoint files. Workshare will have
launched a new suite of products that
incorporates Workshare Metawall,
Workshare DeltaView and Workshare
Synergy products. Workshare 3.0 will
clean metadata from both Excel and
PowerPoint files.

And The Winnerls ...

Metadata Assistant from Payne
Consulting. As you can surmise from the
review above, these applications are
very similar, but I have to go with
Metadata Assistant for several reasons.
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Using the “Configuration” tool, Workshare
Metawall can be customized to check all Word
documents attached to e-mails.

First, at a general level, Metadata
Assistant has been around for a long
time. It was one of the first products to
address the metadata issue, and
President Donna Payne and the rest of
the folks at Payne Consulting really
know their stuff when it comes to this
whole issue (including from personal
experience).

Second, Payne Consulting’s Web
site gives you information about its
product in plain and simple terms. You

can visit the site and know exactly what
you are going to get for how much and
what comes with it. They are straight
shooters, and they will customize
Metadata Assistant to your needs. This
customization comes included in their
very reasonable annual maintenance
fee if you decide to go with the
Enterprise version.

Third, at the application level, I
found Metadata Assistant to be more
stable than Workshare Metawall. I didn’t
experience any major catastrophes with
Workshare Metawall. However, I felt a
little more comfortable working in
Metadata Assistant after seeing it work
within Word.

Lastly, you have everything you
need from one window in Metadata
Assistant, as opposed to a whole other
“Configuration” tool with Workshare
Metawall. Once you are familiar with
the myriad of options available in
Metadata Assistant, you can comfort-
ably make changes on the fly.
Workshare Metawall confusingly sepa-
rates configuration options between
“Internal” and “External” users. You can
set different options as appropriate for
different users, but I found this extrane-
ous and unnecessary.

There should be no question that
you need a metadata cleaning utility,
especially if you e-mail Word docu-
ments outside of your office. While
most of the products available today
(including these two) will provide basi-
cally the same functionality, make sure
you are comfortable with the product
you choose and start cleaning some
metadata.

* At press time, Workshare Metawall
will no longer be sold as a standalone
product. It will be available as part of the
Workshare 3.0  suite, including
Workshare DeltaView and Workshare
Synergy. Contact Workshare for pricing
and upgrade information. E
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Payne Consulting Group

Payne Consulting Group is a software training and development company headquartered in
Seattle, WA. Payne has authored ten books on Microsoft products including: Word 2002,
Word 2000, and Word 97 for Law Firms, Essential Excel 97 and Essential Excel 2000, Excel
Expert Solutions, Office Expert Solutions, and more. The company also specializes in devel-
oping software and includes the Metadata Assistant, featured on the front page of the Wall
Street Journal (Oct. 20, 2000), which removes embedded and often confidential information
buried in documents, the Forms Assistant that automates the creation of letter, memo, fax,
agreement and pleading documents, and the Numbering Assistant which simplifies the
process of numbering. Payne offers high end training such as the Master Series and Visual
Basic for Applications classes, and end-user training, courseware, essential project man-
agement, and custom development.

Customer Satisfaction: What Payne prides itself on most is that clients are satisfied and
that they become return customers.When you become a client of Payne Consulting Group,
your satisfaction is our top priority. Our goal is to ensure that not only are your needs met,
but that you are treated with the respect and professionalism you deserve.
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ments and pleadings ing for attorney and staff

* Numbering Assistant — Simplifies e Courseware — Authors of 10 books,
the process of numbering courseware license available

e Master Series Training — Designed for Custom Development — Case man-
IT Staff and focuses on troubleshooting agement, document id and more

Office Location
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500 Union Street, Suite 801
Seattle, WA 98101
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206-344-8268 Fax
Www.payneconsulting.com
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