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Metadata—What Every Attorney Needs to Know
By Donna Payne

Within legal circles, metadata has become a ubiquitous term. It frequently is discussed in
journal articles, seminars, and information technology (“IT”) briefings. Even so, many legal
professionals do not understand what metadata is and how it works. Simply stated, metadata is
information stored within a document that is not evident by just looking at the file. It is an
electronic “fingerprint” that automatically adds identifying characteristics, such as the creator or
author of the file, the name of individuals who have accessed or edited the file, the location from
which the file was accessed, and the amount of time spent editing the file. In addition to data that
is automatically added to a document, there is user-introduced metadata, such as tracked
changes, versions, hidden text, and embedded objects.

This article focuses primarily on metadata contained in Microsoft® Word (“MS Word”)
documents. However, attorneys should be aware that metadata also exists in other commonly
used word-processing programs, such as Corel WordPerfect, as well as in other types of
programs, such as Microsoft Excel and PowerPoint.

This article is meant to serve as a practical overview of what metadata is and how it
works. It examines metadata types and provides information on how legal professionals can
eliminate metadata to prevent common pitfalls. The article also discusses recent cases, rulings,
and opinions that are related to metadata. It does not, however, attempt to explore the ethical

implications related to removal of metadata from documents. '
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How Metadata is Added

Metadata automatically is added to a file when the file is first created and then saved. It
also is added when a user opens and edits the document. For instance, when a new document is
created, associated “create date” and “author name” metadata are added. Likewise, when a file is
printed, the document is tagged with a “printed date.”

Other metadata tags also are added, such as which template was used to create the
document and the original author of the template. In addition, there is metadata denoting the full
name and path of where the document was stored for the last ten authors of the file. If a template
and macro package for document creation or a document management system as a document

repository is used, more metadata will be added to the file.

File Properties Dialog Box
The most basic metadata is available through the “File Properties” dialog box. The dialog

box can be accessed through the Properties option from the File menu (see the sidebar entitled
“Accessing the File Properties Dialog Box”). Individuals whose firm uses a document
management system may not be able to access this dialog box; however, recipients of the
document outside the firm will be able to access it, so it is important to know what information is
traveling with the file.

The following is a list of metadata that is stored in the File Properties dialog box:

= the version of the software used to create the file

= the full name and file path where the document is located on the computer or network

= file size

= dates of creation, including when last modified and last printed
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* summary information, such as the title of the document, subject, author, manager,
company name, category, keywords, comments, hyperlinks, and which template was used
to create the document

= the name of the person who last saved the document, the number of revisions made, and
the total amount of time spent editing the document

= custom properties that may be added to the document, such as the document
identification number (client/matter) or a trail of e-mail recipients, along with the subject
of the e-mail message to which the document was sent as an attachment if e-mail

properties are enabled.

Sidebar 1: Accessing the File Properties Dialog Box

To view metadata in one of your Corporate Agreement. doc Properties
own documents, follow these steps: General | Summary | Statistics | Cantents || Custom

Created:  Wednesday, June 14, 2006 11:19:00 AM

Open the ﬁle Modified: Fr!day, June 16, 2006 11:21:17 &AM
Accessed:  Friday, June 16, 2006 11:21:17 AM

Printed: Monday, July 24, 2000 1:26:00 PM

13 . 2 .
Select the “File” option from the AP
menu, and then choose Revision number: 5
< T Total editing time: 2883 Minutes
Properties” from the drop-
dOWﬁ hSt' Stakistics: Statiskic name

Pages:
Paragraphs:

Navigate through the General, et

ords:

1 1 h. ters:

Summary, Statistics, Cpntents, e it spaces):
and Custom tabs to view
properties of the document.
Remember that if you use a
document management system, | [ concel
you may not have access to this

dialog box.
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User-Introduced Metadata

The properties of the file represent only a portion of the metadata stored in documents,
but exemplify how metadata automatically is added to a file without the knowledge of the end-

user. Other metadata is added through the “Field,” “Track Changes,” and “Versions” features.

Field Feature

Individuals who do not have access to the File Properties dialog box because their firm
uses a document management system may find it helpful to use the Field feature. Like File
Properties, the Field feature can be used to view the total amount of time users have spent editing
a document. (see the sidebar entitled “Using the Field Feature.””) Many other fields can display
metadata or hidden information, as well. For instance, individuals can ascertain the author of the
document by inserting the “Author” field and the date the document was created by inserting the

“CreateDate” field.

Sidebar 2: Using the Field Feature

Here’s how to find out how long a
document has been edited:

Open a document that
prevlouslyr was SaVCd Please choose a field Field properties Field options

Cateqgories:

From the Insert menu, choose E =l
. Field names:

“Field.” Futahim <

AutolumLgl

Under Categories, select “All” el

AuboText
AutoTextlist

from the drop—down menu. EarCode Mo field options available for this field

BidiQutline

Under Field names, select Conerte

Compare
“ . . s Crea‘tJeDate
Cat.
EditTime. Cate #,##0.00
DocProperty 4, 0,000 ¢, #40,00)
Under Format, select the “1,2.3, |  |oscuaratie |
?» 1 Descripkion: : i
v OpthI’l. The total document editing time

C]ick “OI<‘ 2 The amOunt 0 f [+ Preserve Formatting during updates
. . . Id Cad Lo | |
time in minutes a document has | s | o ] _coet |

been open will appear in the
document.
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Track Changes Feature

The ability to track all changes made to a document is available in most word-processing
programs. When reviewing contracts, it is common practice to hide the changes and show the
document in final format or as a final version. However, what happens if an attorney forgets he
or she has hidden the tracked changes and sends the document to opposing counsel? The result is
accidental disclosure with the potential for an unmitigated disaster. (To learn more about how to
use this feature, see the accompanying sidebar entitled “Using Track Changes.”)

Sidebar 3: Using Track Changes

Enabling the Track Changes Feature

If you would like MS Word to keep track of revisions you make to a document, you
will need to enable the Track Changes feature. Here’s how:

MS Word 97 or 2000: From the Tools menu, choose “Track Changes” and check the option
“Track Changes While Editing.”

| MS Word 2002 (Office XP) or 2003: From the Tools menu, choose “Track Changes.”

Displaying Other Users’ Changes

If you receive a document that has been worked on with the Track Changes feature
enabled, but you don’t see any of the changes or revision marks, you will need to
instruct MS Word to display these changes. Once displayed, you can accept or reject
them. Here’s how:

MS Word 97 or Word 2000: From the Tools menu, select “Track Changes,” and then
“Highlight Changes.” Check the “Highlight Changes on Screen” option, and then select the
“OK” button. To accept or reject changes, from the Tools menu, select “Track Changes” and
then “Accept or Reject Changes.” Use the “Find” button to navigate through all existing
changes in the document, or select the “Accept All” or “Reject All” buttons to affect the
changes throughout the document at once.

| MS Word 2002 or 2003: From the View menu, choose “Toolbars,” and then select
“Reviewing”. The first option on the Reviewing toolbar is the Display for Review drop-down
menu. From this menu, select “Final Showing Markup.” The Reviewing toolbar also contains
“Accept Change” (look for the blue checkmark) or “Reject Change/Delete Comment” (look
for the red “x”) buttons. These buttons can be used to accept or reject individual changes in a
document, or to globally accept or reject all the tracked changes in a document.
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Versions Feature

Another user-induced producer of metadata is the Versions feature. When this feature is
enabled, a subset of the document, all changes, the author of the changes, and the date and time
the changes were made are saved in a “micro” version of the document. This data is stored
within the document—without any visual indicator or warning that these previous versions reside
in the same document. To enable or access Versions, select “Versions” from the File menu. (See
Figure 1 to view the result of multiple people working on a document with Versions. Each
version is treated as a subdocument within the main document and can be opened with the click
of a button.)

¥Yersions in Metadata.doc E

[ew versians

W automatically save a version on close

Existing wersions

Date and time Saved by Comments

& 9: Donna Pavne Aukarmnatic version

GI27]2006 5,558:00 PM Donna Pavne Aukomatic version

62712006 5:54:00 PM Robert Affleck Draft wersion, Internal use only, Please. ..
612712006 5:18:00 PM Robert Affleck Aukomatic version

612712006 5:17:00 PM Donna Payre Aukarnatic version

GI272006 5:17:00 PM Donna Pavne Drraft document to be completed and se...

[~

Qpen | Delete | Wigw Comments...l Close |

Figure 1. The Versions feature enables users to access previous versions of a document.

Recent High-Profile Exposures

There have been many high-profile documents exposed as having metadata. For example,
in 2005, the United Nations released a report on Syria’s suspected involvement in the
assassination of Rafik Hariri, Lebanon’s former prime minister. Track changes were enabled in
the document and the recipients of the file were able to view names that had been deleted from

the document of people said to be involved in the assassination.”
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The Pentagon posted a document that revealed that a U.S. soldier accidentally killed an
Italian secret service agent in Iraq. The file was improperly redacted and then saved as a PDF
file. When the information was copied from the PDF file and pasted into a Word or WordPerfect
document, the redacted portions were exposed.

A 51 page document filed with a San Francisco federal court on steroid use in baseball
was improperly redacted and then converted to a PDF file format. When the information was
copied into Word, eight pages of previously redacted information were revealed.

Metadata discovery was essential in the trial of Merck & Co. and the litigation involving
the painkiller Vioxx.” Through tracked changes that were accidentally left in a document and
later discovered by the New England Journal of Medicine, it was asserted that the manufacturer

knew of the potential heart problem side effects two years before marketing the drug.*

What Do the Courts Have To Say?

One of the more detailed opinions on metadata was written about the age
discrimination/reduction in force (“RIF”) in Williams v. Sprint/United Management Company,’
where discovery requests included the native electronic copy of the Excel workbook and its
associated metadata. The presiding judge declared that the requested documents should be
supplied with the metadata intact, unless both parties agreed that the metadata is not relevant or
the producing party requests a protective order. This is significant because it meant that the
calculations used to derive the information in the spreadsheet were considered to be metadata
relevant to the case.

In the Priceline.com securities class action,® the court ruled that the defendants could use

PDF or TIFF file formats for discovery purposes, provided that they also supply searchable
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metadata databases and maintain all files in their native software application, with metadata
intact, for the duration of the litigation.

These cases and others like them clearly demonstrate that legal professionals must remain
vigilant about metadata in documents. Two documents that attempt to define the discoverability
of electronic documents and metadata are the Federal Rules of Civil Procedure’ and the Sedona
Guidelines.® The Sedona Guidelines were published in September 2004 by the Sedona
Conference, an organization comprised of judges, lawyers, and scholars.

As metadata and electronic discovery become more prevalent in the courts and in case
law, more rules are added to codify the practice of electronic discovery. Recently, the Supreme
Court approved e-discovery amendments to the Federal Rules of Civil Procedure, which will go
into effect in December 2006.” Most notable with respect to metadata, amendment 26(a)(1)(B)
substitutes the words “electronically stored information” for “data compilations™ as a category
for the required initial disclosures. Rule 26 amendments also cover the exclusions of parties from
providing discovery of electronically stored information when the provision of this information
1s not reasonable because of undue burden or cost; however; the burden remains on the
producing party to make the required showing. Rule 34(a) is amended to reference electronically
stored information and 34(b) accords parties the right to specify the form or forms of production
for electronically stored information sought in discovery.

As more cases involving discovery of electronic documents and metadata are decided by

the courts, more rules will undoubtedly be adopted to clarify the role of metadata in discovery.
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New York and Florida

Two states, New York and Florida, have already addressed the ethics of searching
documents received from opposing counsel or in discovery for metadata, so-called “metadata

mining.” Both have expressly declared the practice unethical.

New York State Bar Opinion 782" states that “Lawyers must exercise reasonable care to

prevent the disclosure of confidences and secrets contained in “metadata” in documents they

911

transmit electronically to opposing counsel or other third parties.””" The opinion goes on to say,

“Lawyer-recipients also have an obligation not to exploit an inadvertent or unauthorized

transmission of client confidences or secrets.” !>

N.Y. State Opinion 749 (2003) concludes that:

The circumstances of the present inquiry present an even more
compelling case against surreptitious acquisition and use of
confidential or privileged information than that presented by the
"inadvertent" or "unauthorized" disclosure decisions. First, to the
extent that the other lawyer has "disclosed," it is an unknowing
and unwilling, rather than inadvertent or careless, disclosure. In
the "inadvertent" and "unauthorized" disclosure decisions, the
public policy interest in encouraging more careful conduct had to
be balanced against the public policy in favor of confidentiality.
No such balance need be struck here because it is a deliberate act
by the receiving lawyer, not carelessness on the part of the sending
lawyer that would lead to the disclosure of client confidences and
secrets.

Nor need we balance the protection of confidentiality against the
principles of zealous representation expressed in Canon 7. Our
Code carefully circumscribes factual and legal representations a
lawyer can make, people a lawyer may contact, and actions a
lawyer can take on behalf of a client. Prohibiting the intentional
use of computer technology to surreptitiously obtain privileged or
otherwise confidential information is entirely consistent with these
ethical restraints on uncontrolled advocacy.*®
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The Ethics Committee of the Florida Bar has issued a proposed advisory opinion that
directs lawyers to take reasonable steps to safeguard metadata in documents and instructs
lawyers who are recipients of documents to not purposefully view metadata that is not intended
for the recipient.'* The proposed rule excludes metadata “that is discoverable under applicable

rules or is admissible in a trial or arbitration.” "

The Problem with These Rules and Opinions

One difficulty with any hard and fast rule on metadata is proliferation of versions and
software applications used throughout the legal community. In MS Word, versions of the
software process, store, and purge metadata differently. For instance, MS Word 97 stores more
author information than later versions. MS Word 2002 and 2003 include options to automatically
display residual tracked changes and comments when a file is opened or saved, thereby showing
residual tracked changes through no deliberate action to seek out the hidden information. Unless

all lawyers are on the same platform and version, the playing field is not level.

System security policies are also available to large firms who use automated installation
packages such as the Custom Installation Wizard from Microsoft for configuration and software
deployment. These tools only work with Enterprise versions of Microsoft Office and are not
available to sole practitioners or firms that purchase the software through original equipment
manufacturers. The policy templates also can be configured to control the amount of data that is

gathered.

In the case of IT, unfortunately, size does matter. Small firms have fewer tools available
to them and often lack the resources to hire a dedicated IT staff tasked with keeping the firm

software up-to-date and compliant with technological demands.

©2006 Payne Consulting Group, Inc. All Rights Reserved. 10 www.payneconsulting.com



http://www.floridabar.org/tfb/TFBETOpin.nsf/basic+view/0A1B5E3A86DF495A8525714E005DD6FD?OpenDocument

How Attorneys Can Protect Themselves

The best way for attorneys to protect themselves is to know what metadata exists in their
documents before sharing the documents electronically. For example, knowing whether the
“Track Changes” feature has been enabled and whether there are any residual changes in the
document is important. Both must be cleared to protect the attorney from accidental disclosure.

Attorneys also should ensure no other versions of the document are stored in the file. In
MS Word, this is done by choosing the “File” option from the menu bar and selecting
“Versions.”

Finally, view the Properties dialog box to make sure no proprietary information is
displayed. It may not be possible to remove all of the built-in file properties; however,

29 ¢¢

individuals should get into the habit of checking this information. “Title,” “author,” and custom
properties are added to a document automatically and may contain outdated information or data
that should not be disclosed to an outside party.

Microsoft Office XP and 2003 for Windows offers an additional security measure for
removing metadata. To access this feature in MS Word, from the Tools menu, select “Options,”
and then select the “Security” tab (see Figure 2). Next, select the box next to the “Remove
Personal Information From File Properties on Save” option. This action is document-specific,
which means it needs to be re-selected for every document, unless the user deploys a third-party
solution that automatically does this. Being aware of and using these options is a good starting

point; however, they fall far short of what is necessary and only deal with a fraction of the total

metadata that resides within each file.
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User Information Compatibility File: Locations
Wi General Edit Print Save

Security Spelling & Grammar Track Changes
File encryption options for this document
Password ta open:

File sharing options for this document

Password to modify:

[ read-anly recommended

Digital Signatures. .. Prokect Document. ..

Mam before printing, saving or sending a file that contains tracked
ithanges or comments

Store random number ko improve merge accuracy

Adjust the security level Far opening Files that might Macra Securicy. ..
conkain macro viruses and spedfy the names of =

trusted macro developers.

Figure 2. A security feature in Word enables users to remove some of the metadata generated

within documents.

Is PDF Safe?

With any electronic file transfer, it is critical to know what is in the file and take
precautions to remove any confidential data prior to distribution. Documents that have been
properly scrutinized and “sanitized” before being converted into PDF files will not expose
redacted information.

The U.S. National Security Agency released a guide to removing metadata from MS
Word and PDF documents.'® This guide explains proper and improper redaction techniques and
the preferred method for preparing and distributing sensitive documents.

Redaction software should be used to obfuscate material that is not intended for general
viewing. Another effective method for redaction is printing a hard copy of the file, marking it up,
and then scanning the document to create the electronic file. It may sound “old-school” to some,
but it ensures that information not meant for general viewing is not disclosed. It is imperative for

legal professionals to understand applicable court rules before altering any original document.
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Some redaction tools create a new document; thus, violating some court requirements that

metadata remain with the document and only pre-agreed upon information is redacted.'’

An Adobe® Acrobat user can set additional options to protect PDF files from accidental

disclosure. In particular, two options can be disabled that control the amount of metadata saved

within the document. Select “Adobe PDF” from the menu bar within the word-processing

application; choose “Change Conversion Settings” from the drop-down menu; and then uncheck

the options “Convert Document Information™ and “Attach Source File to Adobe PDF.” (See

Figure 3, which shows the Settings tab in Adobe Acrobat 7.0. Prior versions also include these

options.)

2 Acrobat PDFMaker,

Settings | Security | Word | Bookmarks

POFMaker Settings
Conversion Settings: v
Use these settings ko create Adobe PDF documents suitable For relisble viewing &
and printing of business documents, Created PDF documents can be opened -

[#] wiews Adnhe PDF resul
Prampt: For Adobe POF File name

Convert Daocument Information #dvanced Jettings ...

Application Settings
[ attach source File to Adobe PDF
Add boakmarks ko Adabe POF
#sdd links to Adobe PDF
Enable accessibility and reflow with Tagged PDF

® Copytight @ 1987-2005 Adobe Systems Incorporated and its licensors. Al rights
"‘ reserved, Adobe, the Adobe logo, Acrobat, the Acrobat logo, PostScript, and
the PostScript logo are either registered trademarks or trademarks of Adobe

Adobe Systems Incorporated in the United States andfor other countries,
Restare Defaults [ [s]4 l [ Cancel ] [ Help

Figure 3. The *““Convert Document Information” and “Attach Source File to Adobe PDF”

options should be unchecked to prevent information from traveling with the document.
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Protection options that prohibit copying and pasting also can be set in Adobe Acrobat to

further increase the effectiveness of the software. Just make sure to password-protect the file so

that people who have Adobe Acrobat cannot change security settings.

Third-Party Metadata Removal Software

Deploying a third-party metadata removal tool is the attorney’s best line of defense in the

fight against unwanted metadata. The tools that are available on the market today offer varying

levels of protection. Some are much more effective than others. When comparing different

products, look closely at what they offer as far as levels of analysis and removal. Check to see

whether the tool offers additional protections and features such as PDF conversion, e-mail

integration, and customization to meet the needs of the office environment.

Metadata Assistant by Payne Consulting Group was first on the market and is still the

most widely used metadata removal product today.'®

Metadata Options Additional Options FPasswor

Word Metadata Types:

s

METADATA ASSISTANT

E-mail Integration

Built-in document properties [Clear A1)

Document Statistics (Reset Edit Time only]

Custom document properties [Delete Al

Last 10 authors [Feplace with asterizks)

Template [Convert to Mormal]

Routing slip (Removes entries)

Wersions [Delete]

Track Changes [Accept All)

Fast Saves [Tum off]

Hidden test [Delete All except single hidden paragraph marks)
Comments [Delete All)

[] Graphics [Convert to pictures)

Hyperlinks [Delete All)

Document Variables [VBA) [Delete A1)

Smart Tags [word 2002 or higher] (Remove Al

Remove Personal Information [word 2002 ar higher) [Turn On)
Include Fields [Convert to text]

Small Fort Size [Delete All]

WWhite font [Delete A1)

Select / Deselect Metadata types to check for.

Convert to POF

Licensed to: Retail version

Defaults
High Payne
Mediurm Consulting
n Group
Low
Clear All
Save Current
GetSaved About
Help
Customize
Close

a

Figure 4. Metadata Assistant by Payne Consulting Group removes residual information from

Word, Excel and PowerPoint files and integrates with most e-mail and document management

system software. Metadata Assistant also includes a built-in PDF conversion utility.
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Conclusion

Metadata often is considered “the smoking gun” in litigation and there appears to be a
more concerted effort to obtain it in discovery. It is equally important for sole practitioners,
larger law firms, and in-house counsel to be aware of their ethical obligation with respect to the
removal of metadata and protection of attorney-client privileged information.

The first step toward accomplishing this is to create internal policy on how future
incoming and outgoing documents should be handled. Also, it is productive to evaluate how
historical files are introduced into the organization and address retention policy, and to evaluate
technology that can be put into place to help secure confidential information and metadata
removal and purchase additional software, if applicable. Finally, it is imperative to remain up-to-
date on opinions, ethical rules, and cases involving metadata. Obtain a copy of the Sedona
Guidelines" on working with electronic documents along with the NSA document™ referenced
in this article.

Lawyers also must also consider whether there is an obligation to warn clients of the
issues associated with metadata. Some very basic questions that every attorney needs to ask
include:

1. Do lawyers have a duty to warn clients of the metadata risk?

2. Do lawyers have any kind of duty, in zealously representing the interests of their clients,
to look at the metadata in incoming documents?

3. Ifclients are warned, how do lawyers handle the public relations challenge of explaining
why it has taken so long to bring this to light?

Metadata is a component of most, if not all, software that produces electronic documents.

It is something that no attorney can afford to ignore.
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